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1 Introduction
Automation in manufacturing, military, entertainment,
health, logistics and agriculture by the help of robots is

(o) N
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Abstract

Robots are becoming common in domestic, medical, industrial, entertainment, and ed-
ucational routine activities. The use of robots automates the work processes thus mini-
mizes human labor. The Robots perform complex and repetitive tasks with efficiency and
agility, therefore, the conventional industrial manufacturing process are being replaced
by smart manufacturing. Robotics encompasses the design and development of robot-
based automated systems. It integrates various emerging technologies i.e. operational
technology (OT), cloud computing, and artificial intelligence (Al). The Internet of Robotic
Things (IoRT) seamlessly combines robots and Internet of Things (IoT) devices, enabling
connectivity through the Internet. 10RT enables simple robots to coordinate with each
other to achieve well-defined goals by creating a multi-robot system. Cyber security is an
inherent challenge for I10RTs because of the interconnected infrastructure and reliance
on critical industrial operations on the internet. Any cyber-attack can affect the ongoing
operations and compromise the safety of robots. The growing interest among govern-
ments, researchers, and industries in robotics and automation demands a dependable
cyber-security solution. This paper explores machine learning (ML) based cyber security
solutions to mitigate cyber vulnerabilities and threats to IoRT and its dependent systems.

*Correspondence author email address: asadraza8250gmail.com
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common nowadays. Industry 5.0 is focused on Al and
smart manufacturing. Smart manufacturing depends
on Al, robotic things, loT and automation systems. A

This work is licensed under a Creative Commons Attribution 3.0 License.
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robot is a combination of cyber and physical objects
and termed as cyber physical systems. IoRT provides
interconnectivity platform, which connects robotics
with 10T and enables robots, various other devices
and application to communicate with each other via
the intranet or the internet. For example, the smart
agricultural robotic system that consists of sensors,
agro-robots, autonomous vehicles such as drones
and driverless machinery to carry various agriculture
tasks to reduce farmers’ costs and improve efficiency
and production. Systems of robotic thing can achieve
enhanced efficiency and adaptability across multiple
application through combination of divers sensor
arrays and robotic agents using lIoRT by boosting its
functionality and versatility [1]. Exposure of such
smart systems to cyber space is prone to be victim
of various cyber security threats and vulnerabilities.
Multi robotic systems (MRS) a collection of varying
sizes, shapes, and capabilities [2], heterogeneity
and interoperability further broaden the surface of
cyber-attacks against IoRT.

Robots primarily consist of software and hardware
components. Software components include operating
systems i.e., Linux, robotic operating system (ROS),
and hardware i.e., sensors, loT devices. Robotic
things interact with the physical world using various
sensors and loT devices and interact in cyberspace
with other robots using various software applications
and communication networks [3].

Robot-based automated manufacturing systems
may go under various cyber-attacks that halt produc-
tion processes and may result in industrial financial
loss. Use of robots in military and other national secu-
rity platforms [4], and cloud and file server via robotic
wireless communication are some other important
areas where lack of secure networking, authentica-
tion, authorization, and advanced IDS are security
challenges. Therefore, the cyber security solutions
are essential to mitigate cyber security threats and
vulnerabilities, and secure robotic-based automated
systems from cyber-attacks.

The literature reports various cyber-attacks such
as denial of service (DoS), distributed denial of service
(DDoS), Man in the middle (MiTM), ransomware, wire-

less jamming, information disclosure and espionage.
Moreover, malware, a malicious software that infil-
trates devices and networks through vulnerabilities;
social engineering, individuals into compromising se-
curity; advanced persistent threat (APT), sophisticated
cyberattacks targeting long-term data theft or oper-
ational disruption; and intrusion, an unauthorized
access attempts or malicious behavior [5], are among
the list of cyber security threats. Like other cyber
systems, 10RT is also exposed to these challenges as
major security threat [6]. Furthermore, some other
emerging attacks which may not be detectable in a
traditional intrusion detection system (IDS) for various
industries relying on the IoRT based operations, and
the advancement in technology enables industry to
develop new complex and critical robotic systems also
broaden the threat vectors.

Significant advancements in ML boost its appli-
cations in various domains, such as cybersecurity
for mitigation of vulnerabilities and threats of cyber-
attacks to the cyber systems. Various ML based
security systems have been developed with high
accuracy to detect cyber-attacks in robotic-based
systems. Supervised, semi-supervised, unsupervised,
and reinforcement learning techniques are common
in ML. The supervised learning requires labeled data
and unsupervised learning works on unlabeled data
while semi-supervised algorithms can learn from
labeled and unlabeled data. Reinforcement learning
has the potential to mitigate threats to IoRT systems,
particularly in human-robot collaboration systems [7].
Since IoRT can be connected to long-term care or the
cloud through the internet, insecure communication
between users and robots could lead to cyber-attacks
[8].Various ML Algorithms such as support vector
machine (SVM), logistic regression, Decision Tree (DT),
Random Forest classifier (RFC), Naive bayes, K-Nearest
Neighbors (KNN), artificial neural network (ANN),
Convolutional neural networks (CNN), and recurrent
neural networks (RNN) have been successfully applied
to address a range of security challenges in IoRT envi-
ronments. The algorithms boast unique strengths and
adoptable to specific challenges, and offer promising
solutions for building robust cybersecurity systems
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for the IoRT.

This paper provides a comprehensive survey of
ML based techniques utilized to mitigate the vul-
nerabilities and threats to the 10RT. The paper first
presents the classification of robots, followed by the
three-layered architecture of 1oRT, and then various
ML-based security solutions proposed by cybersecu-
rity researchers for safeguarding emerging robotic
technology

2 Methodology

We grouped the robotic-based systems into to
industrial robots, field robots, service robots the
classifications. The classes are further divided in sub
categories according to the available literature. Liter-
ature suggests various IoRT architectures consisting
different count of layers as shown in Table I. We
choose the most common three layered architecture
for its Cyber security challenges and their available
solutions.

We searched ML based methods used for IoRT secu-
rity as mentioned in Table Ill. The methods are summa-
rized for each layer of the three layered architecture,
accordingly.

2.1 Robotic based Systems

Robotics-based systems utilize robots to reduce work-
load, increase work efficiency and boost production.
These systems also assist humans in various tasks [15].
They are particularly valuable for performing complex
tasks that are repetitive, difficult and time consuming
for humans. Fig 1 illustrates some existing robotics-
based systems and is discussed in subsequent section.

2.2 Industrial Robots

Industrial robots are a prime example of robots used
extensively in the manufacturing, electronics, and au-
tomotive industries. In fact, they are the most widely
employed robots in manufacturing and production set-
tings [16]. These versatile machines excel in automat-
ing complex and repetitive tasks across various indus-
tries, including automotive, electronics, pharmaceuti-
cals, packaging, and quality inspection. Additionally,
industrial robots play a crucial role in enhancing effi-
ciency and safety in the workplace. The assembly line

Table 1. LAYERED ARCHITECTURES IN LITERATURE

Reference | Layers

. Network Connectivity

. Internet Connectivity / loT protocols
. Robotic Platform Support

. M2M2A Cloud Platform Support

. Big Data Services

. loT Business Cloud Services

. loT Cloud Robotics Infrastructure

. Application Layer

. Hardware Layer (“Robotic Things" layer)

. Physical
. Network and Control
. Service and Applications

[10]

. Physical
. Network and Control
. Service and Applications

[11]

WN=_TWN OOV WN =

[12]

3

. Hardware layer
. Support layer

. Network layer

. Application layer

[13]

. Hardware/robotic things layer
. Network layer

. Internet layer

. Infrastructure layer

. Application layer

[14]

aua b WN=BhWON-=

in the automotive industry is a prominent example of
how industrial robots can achieve superior efficiency
and consistency compared to human workers.

2.3 Healthcare Robots

Healthcare robots are specifically designed to assist
our healthcare professionals and patients. They are
used for fully automated or assisted healthcare tasks,
including diagnosis, laboratory, patients real time
monitoring, nursing assistant and surgery [17]. Some
prominent examples of healthcare robots include sur-
gical robots, laboratory robots, and patient monitoring
robots. Laboratory robots automate laboratory tests,
sample handling and analysis, significantly improving
efficiency and accuracy in healthcare things.
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Figure 1. Classification of Robots

2.4 Autonomous Robots

Autonomous robots are primarily utilized for military
and surveillance purposes with unnamed aerial vehi-
cles (UAVs) or drones being prominent examples. How-
ever, their applications extend far beyond military and
defense sectors, demonstrating their effectiveness in
diverse fields such as transportation, environmental
conservation, communication, agriculture, and disas-
ter management [18].

2.5 Agricultural Robots

Agricultural robots, also known as Agro robots, are
valuable tools used in various tasks such as planting,
monitoring, and harvesting of crops [19]. These au-
tonomous robots can perform a wide range of tasks
from autonomously harvesting crops to assisting farm-
ers with other essential duties. In addition, agriculture
robots can be remotely controlled, allowing farmers
to monitor crops from any location, regardless of their
physical presence in the fields.

2.6 Entertainment Robots

Entertainment robots play a diverse role in engaging
and entertaining people [20]. They can be utilized
to create immersive experiences including virtual
and augmented reality environments. Examples of
entertainment robots include robot toys, robotic dogs,
gaming robots and humanoid robots.

2.7 Internet of Robotic Things (I0RT)

Architecture
[oRT has many applications, such as robotic arms in
smart manufacturing, robots in e-commerce, agricul-
tural robots in precision agriculture, military robots
in military conflicts, military surveillance. 10RT mainly
consists of three-layer architecture [21] shown in
figure 2 and discussed in the following section of the

paper.

2.8 Physical Layer

Physical layer lowest layer and is mostly used for data
acquisition. It mostly interacts with the physical world.
The sensors, GPS, RFID and loT devices embedded
with robotic things used to interact and collect data
from the real world. Control and navigation systems
are very dependable on the physical layer. Physical
damage, device modification and hardware Trojan are
some threats to the physical layer. Cloud computing
can be used due to limitation of physical layer such
as heterogeneity, interoperability, and limited storage
capability. The Physical layer mostly is under threat
due to physical attacks such as physical damage, node
tampering and hardware Trojan.

2.9 Network and Control Layer

Data transmission and control operations are mostly
done at the network layer. This layer consists of net-
work operation which is mostly concerned with data
communication and networking of robotic things and
[loT devices, robots, sensors are integrated with each
other through this layer, while control is concerned
with control and navigation of robotic things. This
layer consists of controllers, routers, storage devices,
cloud servers and communication protocols.Network
operations may include the local network, the internet,
Radio Frequency Identification (RFID), WiFi, Bluetooth
and Near Field Communication (NFC). Robots com-
municate with others to create multi-robot systems
using network layer. This layer increases the attack
surface due to its connectivity with internet and net-
working via various network protocols so security at
network and control layer is important risk and threat
mitigation. Most dangerous attacks at this layer are
ransomware, data leakage, Man in the middle (MiTM)
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Figure 2. Three Layer Architecture of IoRT [22]

and DDoS. Cybersecurity systems such as firewall,
intrusion detection and prevention systems and secu-
rity information and event management (SIEM) can be
used for layer security. The network and control layer
mostly is under threat due to cyber-attacks such as IP
spoofing, MiTM and backdoor. This layer needs secure
network communication between robotic-to-robotic
things or robots to loT devices or vice versa.

2.10 Service and Application Layer
This layer is used to run services and applications
for operations, monitoring and controlling robots,
sensors and lloT devise. This application is used to
send requests to perform robotic tasks. Interactive ap-
plications and visualization services may be available
in his layer to which used for real time data analytics,
monitoring and controlling of robots. Al can be used at
this layer to automate robotic based systems different
processes. Cyber-attacks which may disturb service
and application layer are DDoS, SQL Injection, data
leakage, XSS, spyware and ransomware.

The protocols and components associated with
IoRT three layers architecture are shown in Table I.

2.11 ML based Security of IoRT

IoRT integrated with IoT/IloT devices, robotic things
and computers. These devices use various applica-
tions and protocols and OS. So, there are lot security
risks, threats and vulnerability exist which need to

be mitigated for security of IoRT to reduce attack
surface. Robotic based systems implementation in
the industrial environment is complex, and its inte-
gration with loT devices needs network security for
secure communication and collaboration. Robotic
things are under various threats and attack surfaces,
it can be vulnerable from the network or OS. Robotic
things can be attacked with DoS attack to sabotage
running operations of IoRT environment. This attack
can damage industrial operations for a while which
may result in not providing services to users. [oRT
with DoS attack is illustrated in figure 3.

Robotic Things

Internet | .
LX)

Malicious user can initiate DoS
attack through internet to interrupt
services of industrial robots

I

Figure 3. DoS attack scenario on [oRT

Threat actors can also initiate DDoS attack using
compromised computers or botnet users, which is
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Layer

Components/Protocols

Physical layer

Robots, sensors, actuators, |oT devices

Network and control layer

Routers, controllers, Bluetooth, WiFi, TCP, UDP, IP, NFC, RFID, Zigbee

Service and application layer

Applications, cloud services, Smart Phones, Tablets, REST API

Table 2. Layered Architecture Components/Protocols

more dangerous than DoS attack because it sends
huge traffic due to which services become over-
whelmed and use all their resources due to malicious
requests. DDoS attack on |oRT environment is shown
in figure 4.

Robotic
Things

Malicious user can initiate DDoS
attack through intermet using botnet
to interrupt services of industrial
robots

-

B> 3> B> 3> B B

Figure 4. DDoS attack scenario on IoRT

Robotic things in IoRT environment can be phys-
ically damaged by threat actors and they can be
remotely damaged due to vulnerability in robotic op-
erating system or application used by robotic things.
This attack scenario is illustrated in figure 5.

Malicious user can physically
damage robotic things or
interface in loRT environment

Malicious user can take
advaniage of OSROS
vulnerability to attack robotic
things remotely

Figure 5. Physical and remote access attack scenario on
loRT

The physical attacks on robots such as physical

damage can be mitigated with physical controls such
as security gates, CCTV cameras, identify cards, behav-
ior analysis, tracking and biometrics [23] however, due
to advancement in technology, cyber-attack detection
is difficult for new, complex systems and networks,
so robotic based smart systems and environments
need proactive threat detection systems with ML
techniques. We have discussed attack detection from
existing work which has been done by researchers.

Al is an essential component to develop more
intelligent robots. However, ML and deep learning
(DL) methods are also used for robot security of.
Various research has been done in IoT and cyber
physical systems security. We have discussed existing
robotics security work for IoT security with ML and
DL. Some of the major attacks on robotic systems
are worms, ransomware, Trojans, and random access
trojan (RAT), rootkit, botnet, spyware, and passwords,
DoS and DDoS.

A random forest classifier (RFC) was proposed for
detection of hardware trojan. RFC was evaluated with
36 hardware trojan features and efficiency detected
Trojans in circuits [24]. Graph neural networks (GNN)
were proposed to detect hardware trojan and was
evaluated with the custom dataset. The experimental
results showed that the proposed method achieved
97% recall and 84% precision [25]. The Deep con-
volutional neural network (DCNN) was proposed to
detect hardware trojans in IC design and was trained
with IC images. DCNN was trained and evaluated
with two datasets synthetic ISCAS and Trust-Hub
and experimental results showed that the proposed
DNN achieved 97.4% and 99% accuracy [26].Decision
tree-based IDS was proposed for detection of denial
of service and command injection attacks on mobile
robotic vehicles. The proposed model was trained
with cyber input and physical features. Cyber features
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contain network traffic and disk data while physical
features include power consumption capacity, mo-
bile robotic vehicles speed and robot jittering [27].
Power fingerprint-based IDS was proposed for replay
attack detection in industrial robots. Three robot
models were used for evaluation of proposed IDS and
experimental results showed that it achieved 99.9%
detection rate [28].

The malicious PDF detection method was pro-
posed with the DL model. Robots can share or receive
malicious PDF from humans, which can be a threat
to robot security. The proposed DL model evalua-
tion explored that the proposed method achieved a
99.48% F1-score with low resource consumption and
performance of the mobile robots [29]. The authors
proposed CNN and SVM for global positioning system
(GPS) spoofing attack detection in autonomous vehi-
cles. The proposed method was evaluated with CALRA
simulator and experimental results showed that CNN
and SVM achieved 99%, 99% accuracy as best while
82%,96 as worst case [30]. Botnet attack detection
system was proposed with CNN and LSTM for indus-
trial internet of things. The IloT devices are integrated
with industrial robots, so securing lloT devices is also
crucial for robot security. The authors used various DL
models i.e. ANN, gated recurrent unit (GRU) and long
short-term memory (LSTM). The authors evaluated
the proposed DL models with lloT botnet dataset, and
that dataset has class imbalance problem which was
tackled with resampling techniques. The experimental
results showed that all models achieved promising
accuracy score of more than 98% [31]. The network
IDS was proposed with multilayer perceptron neural
network for GPS spoofing attack detection in Un-
manned aerial vehicles (UAV) networks. The proposed
IDS was evaluated with TEXBAT and MAVLINK datasets
and experimental study showed that the proposed
IDS on TEXBAT achieved 83.23% accuracy and 99.93%
accuracy on MAVLINK dataset [32].

Various robot systems for industrial automation
have been developed with robotic operating systems
(ROS). ROS utilization for robotic applications may also
increase cyber threats due to risks and vulnerabilities
associated with the OS. The authors proposed inte-

grating ROS-based application with Message Queuing
Telemetry Transport (MQTT) for secure communica-
tion between 10RT. The proposed safe communication
approach with authentication and encryption controls
have secured the robotic applications from various
cyber-attacks such as MiTM and hijacking attacks [33].

ML based methods used for IoRT security are sum-
marized in Table Il

3 Conclusions

Robots are becoming common in daily life. loRT is an
emerging research area, which connects robots and
loT. This paper introduces |oRT and its applications
in various areas. The classification of robots is de-
scribed in detail, and the paper presents three-layer
architecture of IoRT and the scenarios in which IoRT
environment is exposed to cyber attacks. The IoRT
applications are applied in many systems including
complex industrial smart manufacturing systems and
critical smart power grid. Cybersecurity challenges
rise due to this increasing complexity. We have dis-
cussed various challenges posed to IoRT like cyber
and physical attacks and ML based security solutions
for mitigation of such attacks on |oRT. Furthermore,
this paper explores the potential of Al-based methods,
various frameworks and models for securing IoRT and
its integrated |oT devices.
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ML Techniques Pro-

Limitations of Proposed Techniques

work (DNN) [23]

posed

RFC[18] The proposed RFC true positive rate score can be improved with other ML tech-
niques such as CNN.

GNN [19] The proposed model achieved better recall and precision scores which can be fur-
ther improved.

DCNN [20] The proposed CNN accuracy on synthetic ISCAS data can be further improved.

DT [21] The proposed DT model achieved 93.81% accuracy, which needs further improve-
ment.

Power Fingerprint- | The proposed technique can be combined with ML techniques to develop a more

ing [22] effective IDS.

SVM, DT, K-Nearest | The proposed model achieved 98.9% recall, which can be improved with CNN and

Neighbors (KNN), | an ensemble of DL models.

Deep Neural Net-

CNN, SVM [24]
large datasets is needed.

The proposed method was evaluated with small datasets; however, evaluation with

ANN, Long Short-
Term Memory
(LSTM), Gated Recur-
rent Unit (GRU) [25]

ANN achieved 99% accuracy, while LSTM and GRU achieved 98%; however, the ar-
chitecture and hyperparameter optimization of the DL models were not discussed.

Table 3. ML techniques proposed for the security of IoRT
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