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1 Introduction

It has been observed that crimes involving arms and
ammunition are increasing day by day. These incidents
pose serious threats to human life and represent a ma-
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Abstract weapon incidents result in casualties and loss of precious human lives every year. Ac-
cording to the Center for Disease Control (CDC) report, over 18500 people died in year 2025 in the
USA due to gun violence. It is a well-known fact that the death rate from weaponization is increasing
significantly. Firearm-related violence affects every aspect of human security, from personal safety is-
sues like domestic violence and road rage to broader social and financial consequences. It can also
escalate into large-scale armed conflicts that cause massive violence and account for many deaths. It
is evident to surveillance our cities and societies for weapon objects using artificial intelligence (Al) and
deep machine learning tools. The existing machine learning tools are not efficient at detecting differ-
ent kinds of weapons. In this research, the contribution is threefold. Our first contribution is that we
thoroughly investigated weapon detectio systems that uses deep learning and can based automated
weapon detection system that allows the system to detect multiple weapons at the same time such as
knife, handgun, and rifle automatically. We have used You Only Look Once (YOLO) v4 and Convolutional
Neural network (CNN) for our experimentation. We have obtained several weapon images which are
publicly available and have developed the datasets. Secondly, we have compared the performance of
our deep learning models on multiple combinations of datasets (fewer images to several thousand im-
ages. The experimental evaluation has shown that the YOLOv4 outperformed the CNN. Lastly, we have
proposed a method to improve the accuracy of the CNN and this has been accomplished by adding N
number of CNN layers N times where N = 1,3,5,...19. This has resulted in reducing the complexity of the
model and improving the accuracy and efficiency. The proposed model can be applied on surveillance
systems, closed-circuit televisions and other object detection systems and many human lives can be
saved by timely detection of weapons.
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jor danger to public safety. Weapons should never be
permitted in public places, as their presence negatively
affects society, especially children. They contribute to
human rights violations and moral degradation, includ-
ing killing, kidnapping, burglary, child maiming, and
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gender-based violence such as racism and sexual abuse.
There is no region in the world completely free from the
challenges and consequences of firearms. These violent
incidents highlight the urgent need for an efficient
surveillance system. Firearm-related violence affects
every aspect of human security, from personal safety
and crime prevention to the development of improved
assistive technologies for visually impaired individuals
[2], highlighting the versatile necessity of robust object
detection systems. However, most existing surveillance
systems are not fully automated and require continuous
human monitoring for weapon detection. Closed-circuit
television (CCTV) administrators often have to observe
25 to 30 screens at once. They must carefully monitor
suspicious and hazardous activities affecting people or
property. As the number of screens increases, human
concentration begins to decline, and attention is divided
across multiple feeds. It becomes difficult for any
operator to maintain the same level of focus across
all screens at all times; therefore, automated weapon
detection is essential to reduce reliance on constant
human supervision.

Research has been carried out using machine learn-
ing and deep learning algorithms. Artificial Intelligence
(Al) allows computers and robots to act like humans, and
they are controlled by other computers or algorithms.
To detect weapons in a public place, machine learning
is used which enables the machines to learn and act
how humans detect arms and ammunition. The existing
research lags in using advanced deep learning models
which can be learned automatically and has the ability to
learn and improve its functions by examining the algo-
rithms. In most research, object detection is carried out
using deep learning models—especially convolutional
neural networks (CNNs). These networks are widely
used for image recognition and can identify objects
within images or video frames. Another type of object
detection model is You Only Look once (YOLO) which
analyzes the complete image at once. Annother type
of deep learning image detection technique is Region
based Convolutional Neural Network (RCNN). In the
RCNN, the technique locate objects within the image.
RCCN has two variations: i) Mask RCNN and ii) Faster
RCNN. The former technique creates mask of images
whereas, latter is computationally faster than other
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techniques as indicated in the literature [1, 3-5]. The
summarized version of this research has been uploaded
online and is accessible through [25].

In this paper, we have conducted our research on au-
tomated weapon detection system using deep learning
object detection models such as CNN and YOLO. We have
enhanced this research by adding new experiments and
findings. We have identified the research gap i.e., the ex-
isting research lags in investigating the performance of
weapon detection using N layers of CNN N number of
times. We have experimented with different values of
Ni.e., 1,2, 3..19. Using 6 different small, medium and
large size datasets, we have identified some interesting
facts about CNN and YOLOv4. Several new findings are
results from part of this work.

We have investigated the multiple layers of CNN
and found the threshold between accuracy and time
consumption among multiple layers of CNN. We have
applied N times N numbers of layers to improving the
accuracy of CNN without any trade off. In the CNN
layers, the dataset goes through several layers and gets
trained.

After training datasets on multiple layers of CNN, we
observed a drop in the accuracy of the model on the 19th
layer and a rise in time consumption. However, on the
16th layer, CNN had the highest accuracy and stable time
consumption. In other words the value of N is 16 number
of layers of CNN, which is perfect balance between time
and accuracy and provides accuracy without a threshold.

The rest of the paper is organized as follow. Section 2
consists of background studies related to this research.
In Section 3, the proposed methodology has been
presented. In Section 4, the performance analysis of
different deep learning technique is provided. Section
5 presents the discussion and research findings. The
conclusions and future direction of the research are
presented in Section 6.

2 Related Studies
Convolutional neural networks (CNNs) identify where ob-
jects are located in an image by drawing bounding boxes
around them and determine what each object is. The
convolutional layers help reduce the complexity of an im-
age data and preserves important information.

Regions with convolutional neural networks (R-CNN),
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combines rectangular region proposals with convolu-
tional neural network features. R-CNN is a two-stage
detection algorithm.

The YOLO (You Only Look Once) technique uses one
forward pass to detect and recognize various objects in
an image. Object detection in YOLO is done as a regres-
sion problem which means that it predicts numerical val-
ues directly, such as where the object is located (coordi-
nates of the bounding box); how big the object is and how
confident it is about the detection and provides the class
probabilities of the detected images. The class probabil-
ities estimate how likely the detected object belongs to
each possible category (knife, pistol, gun etc.)

Different machine learning and deep learning models
have been used to detect the weapons such as knife, pis-
tol and riffle etc. Experimentation has been carried out
using YOLO, CNN, RCNN, FCNN, Mask RCNN, and Visual
Geometry Group Net (VGGNET). Table 1 provides a brief
comparison of different deep learning classifiers. It can
be observed that in most cases, the YOLO has outper-
formed other models [3, 4, 21, 24, 36].

S Gawade et al. [1] proposed a CNN-based model
for weapon detection. They used a custom dataset
for training which consisted of three classes if weapon
images: i) long guns - 2497 images; ii) small guns - 3876
images; and iii) knives - 3641 images [1]. The model
achieved an accuracy of 85% which is quite good. In [3],
the authors have proposed a weapon detection model
based on YOLOv4 using a dataset that contained 8000.
This work has presented an interesting finding i.e., by
decreasing the resolution of images, the accuracy will be
improved. In their experiments, they have improved the
accuracy from an initial 90.4% to 92.1% with an average
loss of 4.75. S. Narejo et al. proposed a deep learning
model in which they compared the performance of
YOLOvV2, YOLOv3, and CNN. YOLOv3 outperformed the
other models with 98.89% mAP. They used a custom
dataset for training and testing purposes [4]. In another
research, the authors worked on CNN using VGGNET as
the base model. They created a custom dataset [5]. They
proposed a Deep CNN model, they compared the pro-
posed model with VGG-16, ResNet- 101, and ResNet-50
to compare the accuracy level of their proposed model
with other similar techniques. The proposed VGG based
CNN model’s accuracy was highest at 98.41%. R. Grag et.
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al [6] carried out a comparative research by evaluating
the performance of YOLOv3 and YOLOv4. They also
used custom dataset for weapon detection. YOLOv3
gained 90% accuracy and YOLOv4 gained 98% accuracy.

In [8] , authors presented a CNN-based model for
RCNN for weapon detection. This model used a custom
pretrained dataset for model training then fed it into a
single shot detector CNN after that it detects the weapon
and sends a mail alert to the concerned authority. They
promised to achieve high accuracy. N. Hnoohm and
other carried out research on and proposed a model
in which they compared different algorithms such as
CNN, Faster RCNN, and VGGNet and they used multi-
ple datasets of public image dataset of weapons for
training purposes. Faster RCNN outperformed other
algorithms with the highest of 79% Mean Average
Precision (mAP) [9]. U. V. Navalgund et al proposed
CNN based YOLO model [10]. They used acustom
dataset for training purposes. The model gained 81.41
accuracy. The limitation was limited computational
resources and real-time requirements. F. Gelana carried
out research on a model based on CNN for weapon
detection. They used sliding window and gaussian blur
to soften edges and they used a custom dataset [11].
The model gained 93.84% accuracy. This research had
high computational, power, and memory consumption
issue. In a research [12], authors proposed a model
in which they compared Faster RCNN and CNN. They
used a custom dataset. Faster RCNN outperformed
CNN with 94.25%. The limitation was CNN followed by
SVM could be a disadvantage. In 2022, N. U. Haq et al.
proposed a CNN-based OWAD model. They used a cus
tom dataset for training purposes. After training, they
compared this model with RCNN [13]. The model gained
82% accuracy and RCNN gained 72% accuracy. In [14],
Sidharth G proposed a YOLO-based CNN model. They
used a custom dataset to train a model. They created
a user interface for the detection system and gained
92% accuracy. Roberto Olmos et al. presented a novel
multi-confirmation-level alarm system based on CNN
and Long Short Term Memory networks (LSTM). They
used a custom dataset for training [15]. Their proposed
system MULTICAST reduced by 80% the number of false
alarms with respect to the Faster RCNN based-single
image detector. Abhinav Juneja carried out research
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Authors Description of Research Evaluation Deep Learning | Dataset Used | Time Effi- | Limitations
Measures Model ciency

[11 S.| Designed a system which acti- | mAP 85% CNN Custom Low Computational cost is

Gawade vates an alarm after detection dataset high

etal., 2022 | of a weapon

[3] S.| Implemented on different | 92.1% mAP YOLOv4 Custom Moderate Limited computational

Ahmed datasets with different image dataset resources are used

etal, 2022 | resolutions

[4] S.| Compared YOLOv2, YOLOv3 | 98.89% mAP YOLOv3, YOLOv2 | Custom Low Computational time is

Narejo and CNN and CNN dataset too high

etal., 2022

[5] N.| Implemented CNN using VG-| 98.41% Accu- | VGGNet, CNN Custom Low Images were mistak-

Dwivedi et | GNet racy dataset enly classified

al., 2021

[6] R. Garg | Compared YOLOv3 and | 90%, 98% Accu- | YOLOV3, YOLOv4 Custom Low Processing time is high

etal.,, 2021 | YOLOv4 racy dataset

Table 1. Comparison of Deep Learning-Based Weapon Detection Methods

Table 2. Comparative table addressing validation of the
proposed model

Multiple CNN  Multiple
Ref. YOLOv4 CNN layers datasets
[7] Yes No No Yes
[20] No Yes No No
[37] Yes Yes No No
[19] Yes No No Yes
[30] No Yes No No
This
research Yes Yes Yes Yes

on CNN-based SSD model for weapon detec tion. They
used a custom dataset to train the model. Their model
92% accuracy [16]. Similar work on object detection has
been carried out in [17].

Figure 1 presents the taxonomy of object detection.

Furthermore, it helps to understand the sequence how
a weapon detection model is selected. We briefly review
some of these models in the following section.

For weapon detection in image datasets, different

classifiers such as CNN, RCNN, YOLOv4 have been used.

In literature [5-7], as shown in Table 2, CNN has been
used with other base models such as YOLO to achieve
better accuracy, however, it increases computational
cost. There is a tradeoff between the accuracy and
computational efficiency.

3 Proposed Methodology

We believe that there is a need to investigate the accu-
racy and efficiency levels of multiple layers of CNN and
YOLOv4, on multiple datasets with different number of
layers of the CNN. This is the main reason, we have pre-
pared different datasets with images of different resolu-
tion and have investigated different models. Importantly,
we have investigated the multiple layers of CNN and iden-
tified a threshold value for accuracy and time consump-
tion amongst multiple layers of CNN. We have investi-
gated the point where the CNN gives best values for ac-
curacy and if more layers are added in the CNN, the com-
putational cost of the model will exceed the accuracy. In
short, we have applied N times N numbers of layers for
improving the accuracy of CNN without any trade-off.

We looked at CNN's various layers and discovered the
cutoff point between time consumption and accuracy. In
order to increase CNN's accuracy without sacrificing any-
thing, we implemented N times N layers. The dataset is
trained over multiple levels in the CNN layers.

We saw a decrease in the accuracy of the model on
the 19th layer and an increase in time consumption
after training datasets on several CNN layers. CNN, on
the other hand, had the best accuracy and steady time
consumption on the sixteenth layer. In other words, the
value of N is 16 CNN layers, which offers accuracy with-
out a threshold and strikes the ideal balance between
time and accuracy.
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Figure 1. Taxonomy of Machine Learning Classifiers

Furthermore, we also analyzed the performance of
YOLOv4 and compared it with multiple layers of CNN. We
carry out this research on CNN based object detection
which detects the weapons automatically with better
mAP of CNN at an acceptable computational cost. The
objective is not to achieve highest accuracy with highest
computational cost. The main idea is to develop a model
with reasonably high accuracy in weapon detection
with acceptable computational cost. Table 2 shows the
related work using different combinations of YOLO and
CNN.

3.1 Data Preprocessing

The proposed research follows a classical machine learn-
ing approach. Firstly, we collected different images of dif-
ferent weapons such as knife, gun and rifle. The blurred,
duplicate and mislabeled images were removed. Then
we ensured the uniformity of all images by using a com-
mon size for all images. This helped us in reducing the
computation cost of running different algorithms.

3.2 Model Architecture

After the preprocessing, we trained our cleaned data on
CNN and YOLOvV4 that is accessible through these URLs
mentioned in the Data Availability section. We have used

six datasets in our this research which we have created
after gathering images from different online sources,
and after that, we have selected two models for the
training purpose of images, CNN model using multiple
layers and YOLOv4. Figure 2 presents the architecture
of our proposed model used in this research. First, we
feed input data into CNN model and we train our CNN
model upto N times N number of layers, the dataset
goes through several layers and is being trained. In the
prediction, the phase dataset is tested on any single ran-
dom image to check the accuracy of the trained dataset.
To get the appropriate accuracy and the performance,
we used N times N number of CNN layers. Because it
becomes more difficult for a model to detect and train as
the complexity increases, adding more layers will lessen
the complexity of the model by allowing it to train with a
wider range of data and with the support of numerous
(N) pooling layers, time complexity will decrease, and
image size will shrink.

3.3 Hyperparameter Configurations

In this stage, we set the external controls that govern
how and what our model learns. Initially, we were
not sure, how many layers of CNN will be sufficient
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so we started with single layer of CNN and kept in
increasing CNN layers at each round until desirable
results were achieved. When the image is fed into CNN
first it goes into convolutional layers which divide an
image into features then output of the convolutional
layers is forwarded to RelLU layer as input RelLU layer is
responsible for removing negative values, RelLU layer is
applied on each divided feature one by one then fed
into Max pooling layer which is used to shrink image's
size after that we will repeat all process again from the
convolutional layer as we proposed to apply multiple
layers. We will continue to apply layers on CNN until
unless we will find a threshold where we will have a
balance between accuracy and time consumption. After
gaining acquired results from CNN we will train the
same datasets on YOLOv4. In YOLO after feeding the
dataset, it is forwarded the to backbone layer which is
responsible for feature formation then there is the neck
layer in which features are aggregated, and then the
head layer comes which is also called the detection layer
after going through these layers data is being trained
and then in the last step it is being predicted in the end,
will compare the accuracy and performance of CNN with
YOLOv4 after being trained on the same datasets as
shown in Table 5.

3.4 A Comparative Analysis of Deep

Learning Techniques

This section presents the compariosn if different ob-
ject detection techniques. We have used six different
datasets. The datasets are publically available and can
ve accessed through the URLs provided at the end of
the paper. These datasets have been compiled from
different online sources to train them on various object
detection. The details of the datasets used in this study
is provided in Table 3. The datasets used in this study
have been classified into three categories:

+ Knife
* Handgun
* Rifle

Each dataset contains same percentage of images
from all three weapon classes. In our experiments, there
is 20% testing images and 80% training images used.
Note that in Table 3, the first three datasets are created
with low resolution images. This is to investigate the per-
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Table 3. Detailed information about datasets

No Number No ofimages Resolution
1 D1 10 512x512
2 D2 10 640x640
3 D3 10 1900x1200
4 D4 200 Min 512 Max 1900
5 D5 1000 Min 512 Max 1900
6 D6 4000 Min 512 Max 1900

formance of the deep learning algorithm with respect to
different resolutions and whether or not the accuracy is
improved by lowering the image resolutions. The other
datasets i.e., D4, D5 and D6 are prepared to test and
check the efficiency of algorithms as shown in Table 4.
Moreover, we carried out experiments on YOLOv2 and
YOLOvV3 on a single dataset D4 to see if the YOLOV4
really works better than the YOLOv2 and YOLOvV3. After
the comparison of YOLO classifiers, our main aim has
been to carry out experiments on YOLOv4 and CNN for
their comparison and performance evaluation.

Table 4 shows the performance comparison of
different object detection algorithms. It also shows
the computational time each algorithm has consumed
on a specific dataset. Observe that the YOLOv4 has
outperformed other algorithms with less time consump-
tion when compared with other algorithms. YOLOV2
has gained 23% after being trained for 3 hours on D1,
YOLOV3 gained 27% accuracy after being trained for 1
hour, YOLO gained 34% accuracy after being trained for
30 minutes and CNN gained 23% accuracy after being
trained on 6 layers and consumed 10 minutes. Also
note that the YOLOv2 gained 25% accuracy on D2 with
the same time consumption as D1. YOLOv3 gained
27% accuracy using the same time as D1. Whereas the
YOLOv4 achieved 37% accuracy within 30 minutes. The
CNN gained 27% accuracy after being trained on six
layers and the results were generated only in 10 minutes.
On D3, the YOLOvV2 gained 21% accuracy when it was
trained for 3.5 hours, YOLOv3 gained 28% of accuracy
with 1.5 hours of time consumption, YOLOv4 gained
31% accuracy with 45 minutes of time consumption and
CNN gained 21% accuracy after being trained on 6 layers
for 10 minutes.

When we used D4 and trained YOLOV2, it gained
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47% accuracy, however, the computation time was a
little over 6 hours.Whereas, a better accuray and time
efficiency was achieved by YOLOV3 when trained on D4.
The YOLOV3 gained 49% of accuracy and 5.5 hours of
processing time. Lastly, YOLOv4 accomplished an accu-
racy of 52% and 5 hours computational time. The results
of CNN were notably different than the YOLO. CNN
achieved 35% accuracy with first three layers. A better
accuracy level i.e., 38% was achieved when three more
layers were added and only an hour was consumed to
process the datasets. The lesser computational time is a
surpringing finding.

The results clearly indicate that the CNN is taking less
computational time. This is the reason, we carried out
more experiments only on the CNN to improve the accu-
racy. The results of different layers of the CNN are pro-
vided in Table 5. We did not continued the experiments
on YOLOv2 and YOLOvV3 as they computational cost was
getting higher with slight improvement in accuracy.

In our next experiments, we computed and com-
pared the accuracy of CNN and YOLOv4. We added

multiple layers of CNN to improve its accuracy. Initially,
we had no knowledge about adding the number of CNN
layers. We started by adding 1 layer and calculated its
accuracy. We kept adding CNN layers one by one and it
was the 16th layer which gave us the highest accuracy
with reasonable computational cost.

After the 16th layer, there was no improvement in
the accuracy and the computational time was too high.
Therefore, we stopped adding more layers of the CNN.
Table 5 is showing some interesting results of the accu-
racy and the computational cost. It can be seen that on
Dataset 1, the YOLOv4 was 34% accurate and consumed
a thirty minutes. On other hand, CNN gained 37% accu-
racy after the implementation of sixteen layers with 45
minutes. This means that adding more and more lay-
ers on small datasets in not effective in case of CNN. On
Dataset 2, the YOLOv4 gained 37% accuracy with 30 min-
utes of time consumption, and CNN gained 33% accuracy
after being trained on sixteen layers with 45 minutes of
time consumption. Similarly, on Dataset 3, the YOLOv4
gained 31% accuracy with 45 minutes of time consump-
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Table 4. Preliminary results of weapon detection on model using D1 D2, D3 and D4

YOLO Models CNN

Dataset Model Accuracy Time | Layers Accuracy Time

D1 YOLOV2 23% 3 hrs 3 17% 10 min
YOLOvV3 27% 1 hr 6 23% 10 min
YOLOv4 34% 30 min

D2 YOLOV2 25% 3 hrs 3 13% 10 min
YOLOv3 22% 1 hr 6 27% 10 min
YOLOv4 37% 30 min

D3 YOLOV2 21% 3.5hrs 3 15% 10 min
YOLOv3 28% 1.5 hrs 6 21% 10 min
YOLOv4 31% 45 min

D4 YOLOV2 47% 6 hrs 3 35% 1 hr
YOLOvV3 49% 5.5 hrs 6 38% 1 hr
YOLOv4 52% 5 hrs

Table 5. Evaluated results of weapon detection of the proposed solution using datasets D1-D6.

YOLOv4 Convolutional Neural Network
Dataset
Accuracy Time | 3-9layers(Acc/Time) 12-16 layers (Acc/Time) 19 layers (Acc/ Time)

D1 34% 30 min 17-25% / 15 min 29-37% / 45 min 34%/1h

D2 37% 30 min 13-21% /15 min 31-33% / 45 min 31%/1h

D3 31% 45 min 15-27% / 15 min 27-35% / 45 min 32%/1.5h

D4 52% 5h 35-44%/1.5h 48-55% /3.5 h 55% /4 h

D5 73% 6 h 59-65% /3 h 69-71%/5h 71%/6h

D6 87% 8h 67-73% /6 h 78-85% /8.5 h 83%/9h

tion and CNN gained 35% accuracy after being trained on
sixteen layers for 45 minutes.

On Dataset 4, the YOLOv4 gave an accuracy of 52%
with 5 hours of time consumption. Whereas, the CNN
gained 55% accuracy on the same dataset with 3.5 hours
of time consumption having 12 layers. YOLOv4 gained
73% accuracy on Dataset 5 with 6 hours of time con-
sumption. In contrast, the CNN had 71% accuracy with
5 hours of time consumption with 16 layers. YOLOv4
gained 87% accuracy with 8 hours of time consumption.
On the other hand, the CNN gained 85% accuracy with
8.5 hours of time consumption. We carried out more
experiments and applied more layers up to the 19th
layer, however, there was no notable improvement

in the accuracy level and the computational cost be-
came too high. The bold values in Tables 5 represent
the highest accuracy in each of the six datasets. The
datasets are accessible through these URLs: https:
//github.com/tahreemkhann/Weapon-detection-dataset.
https://drive.google.com/drive/folders/lav4-nFgilW-UO
goz- TcN-FgxxmPtdFb.

4 Performance Analysis of Different Deep

Learning Techniques
In this section, we discuss the performance of different
techniques used in this study. We have used grahs to vi-
sualize the experimental findings. Two types of graphs
are used to present the findings: i- mean average preci-
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Figure 3. Accuracy percentage of different deep learning
models on different datasets.

In Figure 3, we compare the accuracy of different
models. The x-axis is indicating the models being
compared and the y-axis is showing the mean rank
difference. This comparison is plotted for four datasets,
i.e., D1, D2, D3, and D4. On D1, the YOLOv2 gave an
accuracy of 23% while YOLOv3 27 percent accuracy,
YOLOv4 34% accuracy, and CNN 23% accuracy. On
Dataset 2 YOLOv2 gained 25 percent accuracy, YOLOvV3
22 percent accuracy, YOLOv4 37 percent accuracy, and
CNN 27 percent accuracy. On Dataset 3 YOLOv2 gained
21% accuracy, YOLOv3 28% accuracy, YOLOv4 31%
accuracy, and CNN 21% accuracy. On Dataset 4, YOLOv2
gained 47% accuracy, YOLOv3 49% accuracy, YOLOv4
52% accuracy, and CNN 38 percent accuracy. YOLOv4
got the highest accuracy when compared with other
models on available datasets.

Figure 4 is showing the computational cost of each
of the deep learning model for all 4 datasets. The time
consumption is represented in hours. It can be observed
that the computational cost of CNN remains less even af-
ter the implementation of 6 layers. In the same figure,
we compared the time consumption of YOLOV2, YOLOV3,
YOLOv2, and CNN. On D1, YOLOv2 consumed 3 hours,
YOLOvV3 consumed 1 hour, YOLOv4 consumed 0.5 hour
and CNN took 0.167 hour to train. On D2, YOLOv2 con-
sumed 3 hours, YOLOv3 consumed 1 hour, YOLOvV4 con-
sumed 0.5 hour and CNN took 0.167 hour for training the
model. To train the models on D3, YOLOv2 consumed 3.5
hours, YOLOv3 consumed 1.5 hours, YOLOv4 consumed
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Figure 4. Time consumption graph of object detection models

0.75 hour and CNN took 0.167 hour to train on Dataset 3.
Lastly, on D4, YOLOv2 consumed 6 hours, YOLOV3 con-
sumed 5.5 hours, YOLOv4 consumed 5 hours and CNN
took 1 hour to train on Dataset 4.

Accuracy Comparison
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Figure 5. Accuracy % of different CNN layers on Different
Datasets

A comparison of accuracy level achieved by different
layers of the CNN on different datasets has been plot-
ted in Figure 5. Different colors of lines are indicating
different layers of the CNN. Note that the datasets with
alarger number of images have higher accuracy. The ob-
vious reason is that the model is better trained when it
is provided larger number of images. On D1, the accu-
racy on with different number of layers range from 20%
to a maximum of 40%. Note that using D3 and onwards
datasets, after the third dataset, there is a continuous
raise in accuracy. The maximum accuracy is achieved is
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with D6 which is comprised of 4000 images. The impor-
tantthingto observe hereis thatadding up to 16 layers of
the CNN - there was an improvement in the accuracy for
almost all datasets. After the 16 layers, when we applied
more layers, i.e., 19 CNN layers, we faced two issues: 1)
there was not any improvement in the accuracy; 2) the
computational cost of the model went too high.

Time Consumption Comparison
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Time in hours

CNN 19
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Multiple layers of CNN

Figure 6. CNN Layers Comparison on Different Datasets

In Figure 6, the comparison of time consumption on
different layers of CNN on different datasets has been
presented. Different colors of lines are indicating differ-
ent layers of CNN. The x-axis is showing different layers
of CNN and the y-axis is showing the time in hours. On
Datasets 1, 2, and 3 we have time consumption between
few seconds to less 2 hours. On D4, the six layers and
the nine layers of the CNN had a computational cost of
up to a maximum of two hours. Whereas, on D4, six lay-
ers and nine layers have a time consumption between 2
to 4 hours. Note that the 16 layers and 19 layers have
a higher time consumption which is between 4 hours to
6 hours on D5. Lastly, on D6, 16 layers and 19 layers of
the CNN consumed a maximum amount of time which is
more than 8 hours. On the 16th layer, CNN has the high-
est accuracy but as the number of layers are increased
from 16 to 19, there is no significant improvement in ac-
curacy and a notable raise in the time consumption.

We summarize our experiments in Figure 7 and 8. It
can be observed in Figure 7 that in all the datasets, when
we compare YOLOv4 and CNN, the YOLOv4 provided
a better accuracy. We believe that YOLOv4 works well
with smaller datasets. This version of YOLO has a better
speed and accuracy in object detection when compared
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Figure 8. Time consumption graph of YOLOv4 and CNN.

Lastly, Figure 8 shows the computational time com-
parison of YOLOV4 and CNN. We can see that on D5, the
YOLOv4 consumed more time than the CNN but has a
better accuracy than the CNN. It is perceived that YOLO
is more accurate but slow. There is a tradeoff between
computational time and accuracy. Similarly, onD6, the
YOLOv4 has better accuracy and lesser computational
time. This result also indicate that the CNN took less
time up to six layers. Afterwards, as the number of
the layers are increased in CNN, the accuracy improves
but so is the computational complexity. Note that after
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applying up to sixteen layers, with the aim to improve
the accuracy of the CNN, it is still not better than YOLOvA4.
On smaller datasets, CNN performed way better than
YOLOV4 but not this is not the case with larger datasets.
Hence, YOLOV4 is a wise choice for larger datasets, and
CNN with fewer layers is a better choice for smaller
datasets.

5 Discussion and Research Findings

This research revealed some interesting findings. We ob-
served a tradeoff between the accuracy and computa-
tion cost. It can be observed that adding more layers
of CNN improved the accuracy but this is not always the
case. After applying maximum number of layers, there
was a stage when no accuracy improvement could be
achieved and the computation cost was getting higher.
The proposed research yielded better results in object
detection when compared with [44] and [45]. Following
are four discussion points and research findings:

* The experiment demonstrated that YOLOv4 consis-
tently outperformed CNN-based models, achieving
32% mAP on the smallest dataset and 87% mAP
on the largest dataset, whereas the baseline CNN
achieved only 15% mAP and 65% mAP, respectively.

¢ Increasing CNN depth from 1 to 19 layers im-
proved performance by reducing model com-
plexity through progressive pooling and feature
reduction; however, even a 16-layer CNN failed to
surpass YOLOv4's accuracy, especially on larger
datasets.

« Comparative analysis of YOLO variants showed that
YOLOvV4 surpassed YOLOv2 and YOLOv3 in both ac-
curacy and robustness, confirming it as the most
effective architecture among the evaluated detec-
tors.

* While CNNs trained significantly faster, their ac-
curacy remained inferior to YOLOv4 on medium
and large datasets; however, CNNs with fewer
layers performed better than YOLOv4 on smaller
datasets, indicating dataset-size sensitivity.

6 Conclusion

This study used six datasets of various sizes and image
resolutions to compare the performance of CNN-based
and YOLO-based methods for weapon detection. The
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tests assessed the processing cost and detection accu-
racy of various YOLOv4 and CNN architecture configura-
tions. With a maximum the mean average precision, or
m of 87% on the largest dataset, the experimental results
show that YOLOV4 consistently beat CNN models with re-
spect of detection accuracy, thus surpassing the perfor-
mance recorded in previously discussed related works.
YOLOv4 achieved 32% mAP on smaller datasets, while
CNN's three-layer design yielded 15% mAP. CNN accu-
racy was still lower than YOLOvV4 on large-scale datasets
even after expanding the architecture to nineteen layers,
however increasing CNN depth improved performance.

CNN models had a lower detection performance
than YOLOv4, although requiring less training time. It's
interesting to note that while YOLOv4 showed higher
scalability and resilience as dataset size increased, CNN
with fewer layers performed relatively better on smaller
datasets. Additionally, YOLOv4 fared better overall in
detection than YOLOv2 and YOLOvV3, according to a
comparative analysis of YOLO variations.

Overall, the results show that YOLOV4 is the best
model for large scale weapon detection tasks, outper-
forming CNN-based models and previously published
methods in terms of accuracy, while lightweight CNN
architectures are still appropriate for smaller datasets
requiring less processing power.

Future research will look into improved YOLO
variations including YOLOv7, YOLOv8, YOLOv11, and
YOLO26, as well as sophisticated CNN-based detectors
like RCNN [46], Faster RCNN, and Mask RCNN [47]. In
next-generation YOLO systems, hyperparameter opti-
mization and latency reduction via enhanced prediction
algorithms will receive particular attention.
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